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Introduction
This report reviews global surveys conducted in 2025 and 2024 by Dimensional Research with more than 1350 IT 
professionals with networking, operations, and cloud responsibilities. This paper examines how AI is impacting 
the network as well as the evolving demands on network operations to support modern IT environments that 
include cloud and internet usage. The research also investigates prolific visibility and observability issues, key 
operational challenges, inadequate tools, and the adoption of AI-enabled network operational solutions. 

Executive Summary
This research finds that 99% of companies have a cloud strategy and the same magnitude are adopting AI, 
with less than half saying their network is currently ready for AI. Network professionals shared that network 
congestion, latency, and lack of visibility threaten AI success. Yet 87% share that internet and cloud environ-
ments are increasingly creating network blind spots. 95% lack visibility into network segments, led by public 
cloud environments. That same 95% state they need more information from their ISPs. Network operational 
focus on visibility is vital, because that information can optimize current performance and provide early 
indicators of network issues which can be resolved proactively, increasing the speed and efficiency of issue 
resolution, as well as tracking and understanding the user experience. 

To understand what is inhibiting networking teams, participants stated that ever evolving security require-
ments and reliance on other teams, such as development or DevOps, are key challenges. But many day-to-day 
and tactical tasks remain big issues also, such as interacting with ISPs and 3rd parties, insufficient budget, lack 
of expertise, and poor networking tools. One approach to manage these challenges is the growing use of 3rd 
party solutions for network operations that help support global operations and supply missing expertise and 
personnel. Network automation is also being utilized for policy application, updates, upgrades, self-service, 
compliance enforcements, traffic shaping, and more. This can scale organizations, but only 37% have mature 
automation practices. To improve network resiliency, tools need to provide key functionality, such as intelligent 
traffic shaping, predicting network issues, more informative help tickets, and AI-powered triage assistance. 

92% of companies are planning to use AI-enabled networking solutions to improve visibility and resiliency, and 
to help mitigate resources and expertise shortages. Already more than 2 out of 10 companies have AI-enable 
networking solutions deployed, though 71% don’t fully trust AI to make network operations decisions, so many 
are keeping a watchful eye. With the exceptionally complex network environments of today, the need to support 
AI initiatives with reliable high bandwidth, and low latency networks, most teams today lack the visibility and 
resources to be successful. This is driving reliance on third parties, but AI-enabled network operation tools look 
like an ideal opportunity to help teams scale with increased visibility and efficiency.  
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Key Findings
• Growing Network Complexity and AI Use Still Lack Visibility

- 99% have cloud strategies led by hybrid approaches

- Less than half of networks are ready for AI

- Network congestion, lack of visibility, and latency lead network issues that can sabotage AI success

- Networking operations require comprehensive visibility to support AI operations

• Network Teams Lack Information and Visibility, Inhibiting Performance While Increasing 3rd Party
Reliance

- 87% share the internet and cloud environments create network blind spots

- 95% lack visibility into network segments, led by public cloud environments

- 95% need more ISP Information

- Internet and public cloud visibility needed for optimization, predicting performance, troubleshooting,
and user experiences

- Network teams still struggling with ISPs and 3rd parties, insufficient budget, lack of expertise, and poor
networking solutions

• AI-Enabled Network Operations Tools Adoption Has Begun

- 76% rely on third parties for network operations

- 70% are still in the early phases of network automation

- 92% of companies are planning to use AI-enabled networking solutions, but only 23% are deployed
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Detailed Findings
The Cloud is Part of Nearly Every IT Environment
Cloud use has become ubiquitous for modern IT environments and while hybrid clouds are used by 66% of 
companies, only 1% say they are not using one of the three typical cloud types. This deductively means that 99% 
of companies are using proven cloud strategy.  But does this pervasive cloud use, especially of public clouds, 
create additional challenges for network connectivity and performance? 

Network Performance Translates to AI Success but Most are Not Ready
In addition to complex cloud operations, the adoption of AI has been rampant. The use of AI requires access to 
large amounts of data and processing power and thus directly places demands on networks.  This research finds 
that just less than half (49%) of technology professionals state their network is ready for the high bandwidth and 
lower latency AI requires. However, the data shows 47% are aware of the issue and actively working to upgrade 
their network for AI requirements.   

Which of the following types of clouds are part of your company’s cloud strategy?

1%

52%

64%

66%

0% 10% 20% 30% 40% 50% 60% 70%

None of the above

Public cloud

Private cloud

Hybrid cloud

Can your company’s network provide the massive bandwidth with 
low latency needed to support the demands of AI initiatives?

Yes 
49%

No, but it will in the 
next 12 months 

32%

No, but it will in 
more than 12 

months from now 
15%

No, and there are no plans to 
upgrade the network 

4%
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To understand how the network can affect AI operations, participants were asked which networking challenges 
are impacting AI. Leading all issues is network congestion (46%) which impacts the speed and efficiency of AI. 
Insufficient visibility (39%) takes the second spot, followed by congested traffic flows (38%) and latency (37%). 
These top four clearly impact AI operations and are likely driving the majority who say their network isn’t ready 
for AI today. Only 6% stated network challenges don’t translate to AI issues, meaning 96% established the cor-
relation that fast and reliable network operation is directly tied to AI success. 

In your experience, what networking challenges that will impact your organization’s success with AI?

6%

24%

26%

32%

34%

37%

38%

39%

46%

0% 10% 20% 30% 40% 50%

There are no network challenges that would impact our success with AI

Low reliability (uptime)

Packet loss

Low capacity (bandwidth)

Unpredictable traffic bursts

Latency

Congested traffic flows

Insufficient visibility (monitoring, observability, etc.)

Network congestion
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Networking Operations Require Comprehensive Visibility to Support AI
Given visibility was the second leading network challenge impacting AI, the research sought to understand 
explicitly which types of visibility are needed. The top three answers are only separated by one percentage point 
each, led by real-time flow monitoring (47%), real-time infrastructure monitoring (46%), and increased network 
security (45%). All three indicate the dynamic nature of AI and the risk it creates. Next is a drill down on visibility 
into external unmanaged networks (39%) such as an ISP or cloud, revealing AI solutions require access to external 
resources. Auditability and real-time network path monitoring tied at 38%. And perhaps the most compelling data 
point is the 98% who selected at least one network visibility and observability capability is needed, demonstrating 
that supporting AI utilization is putting new and different demands on network operations.  

What types of capabilities are needed in networking monitoring and observability tools to support AI operations?

2%

33%

33%

38%

38%

39%

45%

46%

47%

0% 10% 20% 30% 40% 50%

We don't need specific network and monitoring tools capabilities
to support AI operations

Synthetic network testing

Increased packet capture scalability

Real-time, hop-by-hop network path validation

Auditability (logs, reporting, etc.)

Broader visibility into unmanaged network performance (ISP,
public cloud, etc.)

Increased network security

Real-time network infrastructure metric monitoring (e.g.,
streaming network telemetry)

Real-time flow monitoring
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Internet and Cloud Environments Create Network Blind Spots 
Given the need for visibility for unmanaged networks to support AI in the preceding section, participants were 
asked if the use of unmanaged networks use was creating network blind spots. 87% stated the internet and cloud 
use obscures network operations. The chart below indicates a trend is forming, revealing that the rollout of AI 
and its distributed operations are outpacing the network team’s ability to effectively support it.  

Poor Visibility into Public Cloud Environments and ISPs
In order to understand the magnitude of visibility challenges, participants were asked exactly where they lack 
visibility. Half (50%) stated public clouds were the worst offenders, with transit and peering networks in second 
place (44%). Just one point below at 43% is remote work, which is both more frequent today and a common 
location for the users of AI solutions. Interestingly, approximately 1 in 3 companies still struggle in directly 
controlled networking infrastructure: private cloud (39%) and on-prem (30%).

In your experience does the internet and cloud (public, private, hybrid) 
environments create blind spots to network visibility?

80%

87%

20%

13%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

2024

2025
Yes

No

Which of the following network delivery segments does your company lack visibility into?

5%

30%

38%

39%

43%

44%

50%

0% 10% 20% 30% 40% 50% 60%

None of the above

On premises work (physical network)

ISP Last-mile (physical, virtual overlay, etc.)

Private cloud (physical, virtual overlay, etc.)

Remote work (home, hotels, etc)

Transit (peering) networks (physical, virtual overlay, etc.)

Public cloud environments (hyperscaler, physical, virtual overlay, etc.)
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Visibility into remote workers, peering networks, last mile, and public cloud operations requires some ISP 
network and operational information. While the chart below shows that teams want ISP visibility into DNS 
issues (50%), path latency (49%), path performance (45%), DDoS attack locations (45%), node issues (44%), and 
pack loss (43%), the key takeaway is made by the mere 5% who say they get all the information from the ISP they 
need. Thus the ISP joins the list of areas in the network that lack visibility and real-time information.  

What type of ISP information does the network operations team wish they have access to?

5%

43%

44%

45%

45%

49%

50%

0% 10% 20% 30% 40% 50% 60%

Our team has all the ISP information they want

Path packet loss

Node or hop issues (performance, DDoS attack, maintenance)

DDos attack locations

Historical performance by path

Path latency

DNS issues
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Visibility Drives Performance and Improved User Experiences
Many of the preceding sections discussed the network team’s cited need for visibility and the numerous areas of 
the network where visibility is obscured. In order to document why visibility is key, participants were asked what 
value visibility delivered. Leading those responses was analyzing network delivery issues (54%), impact of route 
changes (49%), predict capacity issues (48%), and tracking user experience (48%). The next two were isolating 
root causes for the cloud provider (45%) and ISP (40%). These answers indicate sound operational philosophy, 
establishing current performance and user experience at the performance level, as well as using the visibility to 
predict potential issues, drive proactive resolution, and speed remediation. The last answer, at 38%, of wanting 
to exonerate the network team innocence means a good portion of companies are still functioning with the 
‘blame the network’ first mentality. 

At your company, what are the top reasons visibility is needed for the internet and public cloud operations?

0%

38%

38%

40%

45%

48%

48%

49%

56%

0% 10% 20% 30% 40% 50% 60%

We don’t need visibility into internet and public cloud operations 

Verify network team innocence

Track 3rd party service level agreements (SLAs)

Isolate root cause to ISP device performance

Isolate root cause to cloud provider device performance

Understand application experience (user experience)

Accurately predict capacity issues

Quickly identify the impact of route changes

Analyze network delivery issues
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Networking Teams Struggle with Budget, Expertise, and Tools
Progressing from visibility challenges, the research investigated what other strategic challenges network teams 
are experiencing. Leading the results was security (49%), which tops most lists for technologists, followed by 
reliance on other teams (46%). Networking is subject to numerous roles (operations, users, developers, DBAs, 
etc.) and of course security. However, many of the next challenges are common day-to-day tasks like managing 
ISPs (43%), budget allocations (41%), lack of expertise (37%), reducing unused capacity (33%), and inadequate 
solutions (29%). Many of these challenges can be self-imposed, and with growing network complexity and AI 
needs, these challenges will increasingly affect the company’s success.  

Growing Reliance on Third Parties for Network Operations
The top chart below indicates a growing reliance on third parties for network operations, with 3 out of 4 
companies dependent today. Perhaps that is the direct result of challenges cited in the previous sections.  

What challenges does your company's network operations team currently experience?

3%

29%

33%

37%

41%

43%

46%

49%

0% 10% 20% 30% 40% 50% 60%

The network operations teams doesn’t have any challenges 

Inadequate solutions

Reducing unused capacity

Lack of expertise in new networking technologies

Budget shortage

Managing ISPs or 3rd-party network dependencies

Reliance on other teams (security, AI, development, DevOps, etc.)

Security requirements

Is your company relying on third parties (vendors, partners, contractors) for any network operations?

65%

76%

35%

24%

0% 20% 40% 60% 80% 100%

2024

2025 Yes

No
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To accurately understand why this trend is growing, the research inquired what tasks the third parties are 
focused on. Leading all is supporting global operations (56%), out-sourcing strategy (46%), lack of expertise 
(43%), and staff shortages (40%). It appears that lack of visibility is contributing to a need for increased remote 
based global operations and that lack of efficiency is driving the cost management provided by outsourcing. Are 
the last two a lack of focus by management to ensure a proper networking resource within IT? While networking 
may not be as high profile as AI, or cloud, this research shows that AI success is directly linked to a high 
performing network.   

Network Observability by Broadcom provides end-to-end visibility across your entire network 
infrastructure, including data centers, corporate offices, branches, and edge locations. It monitors 
both the underlay and overlay environments, as well as SASE services. The solution allows you to 
observe routing decisions being made by external network providers you can’t control. You can track 
virtualized firewalls, load balancers, CDNs, interconnects at cloud endpoints, and traffic flow within 
and between clouds, data centers, and SaaS services. Recognizing that network teams are responsible 
for all these elements but have decreasing direct control, Broadcom’s enterprise-grade solution 
provides complete visibility across any technology, vendor, and network at any scale. It provides 
the actionable insights needed not only to improve MTTR and uptime, but crucially, the connected 
experience of employees and customers.

By leveraging Network Observability by Broadcom, your teams gain full visibility into every hop across 
the network delivery path, enabling quick identification and isolation of degradation points and root 
causes of issues. Equipped with advanced patented analytics, and AI-enabled observability tools, the 
solution provides insights for proactive network operations. Broadcom’s unified approach optimizes 
network operations, ensuring resilient and high-performing networks at scale that span both legacy 
and modern technologies. By integrating user experience perspectives with overlay and underlay 
monitoring, teams can prioritize issues that actually impact experience and continuously improve 
network design. Our decades of domain expertise can help you focus on what matters most and 
advocate for those managing network operations daily. 

For more information visit: https://broadcom.com/.

Why is your company relying on third parties for network operations?

40%

43%

46%

56%

0% 10% 20% 30% 40% 50% 60%

We lack the necessary personal

We lack the needed expertise

Our company has an outsourcing strategy

Supports global operations

https://www.broadcom.com/
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Rapid Adoption of Network Automation Continues but Few are Mature 
Automation has long been utilized to drive efficiencies and migrate skilled sources from mundane repetitive 
tasks. Given the shortage of skilled staff, participants were asked specifically what their company is trying to 
achieve with automation. First it is key to acknowledge that 99% of companies report using network automation, 
with the leading focus on security policy application (42%), cloud network integration and upgrades, and 
patch management both tied at 41%. Just one point below, at 40%, is automated troubleshooting and remedia-
tion. Traffic engineering and service provisioning also tied at 39%. The key takeaway from this chart is that 
automation is being used for a diverse set of tasks. 

What are the tasks your company is looking to solve with network automation?

1%

31%

31%

34%

36%

39%

39%

40%

41%

41%

42%

0% 10% 20% 30% 40% 50%

There are no tasks we want to solve with network automation

Device provisioning and configuration

Change management (approval workflows, tracking changes, etc.)

Compliance enforcement and audits

Network access control and onboarding

Service provisioning (VLANs, VPNs, cloud links, etc.)

Traffic engineering (path optimization, capacity planning, etc.)

Automated troubleshooting and remediation

Software upgrades and patch management

Cloud network integration (hybrid or multi-cloud, etc.)

Security policy automation (firewalls, micro segmentation, etc.)
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With the diverse uses for automation, the next logical question was to understand automation maturity in order 
to establish some understanding of why companies are short of experienced personnel. If a company is suf-
ficiently mature with automation, the lack of personnel needed is likely due to a rapid growth of networking 
needs from cloud and AI initiatives. However, the data below shows that just 27% have mature automation 
practices, while 70% are still working on adoption, implementation, and scaling their automation. Thus, some of 
the resource shortages and third-party reliance can be linked to low automation maturity. 

New Capabilities Needed to Manage Modern Networks
One of the key challenges mentioned for network operations is not having proper tools. The chart below 
shows a growing trend in using synthetic monitoring tools. In 2024, just 79% showed planned use of synthetic 
monitoring tools which grew to 93% this year. This is likely an approach to help manage the dynamic nature of 
cloud and AI operations, not only for performance but to predict possible issues.  

How would you describe your organization’s current stage of network automation maturity?

3%

20%
22%

28%

22%

5%

0%

5%

10%

15%

20%

25%

30%

No automation –
fully manual 

Basic automation –
some scripts or tools 

Standardized 
automation –
repeatable 

playbooks across 
teams 

Integrated – some 
automation 

integrated into 
workflows and 

CI/CD pipelines 

Advanced - most
network operations

tasks are automated
with beginning use

of AI/ML

Autonomous –
AI/ML-driven closed-

loop automation 

Synthetic monitoring tools generate synthetic (non-user) traffic to test and measure network 
performance. Is your company planning to use a synthetic network monitoring tool?

39%

58%

40%

35%

21%

7%

0% 20% 40% 60% 80% 100%

2024

2025
Yes, we already have one

No, but we are planning to
purchase one

No, and we have no plans
to use one

70%

93%
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With the dynamic nature of cloud and AI operations, technology professionals were asked which capabilities 
are needed to improve network resiliency. The first observation from the chart below is that top five answers 
are each separated by one percentage point. This data profile indicates that there isn’t a single feature needed, a 
magic sliver bullet, but rather that several key capabilities are required. Leading those capabilities is intelligent 
traffic shaping (47%), followed by network performance predictions (46%), then help tickets with embedded data 
for faster triage (45%), and AI-powered triage assistant (44%). Completing the top five is network configura-
tion management (43%). This broad array of needed capabilities builds a perspective of how the demands of 
managing a modern network are changing.  

What capabilities would be valuable to improving network resiliency?

1%

31%

38%

39%

43%

44%

45%

46%

47%

0% 10% 20% 30% 40% 50%

There are no capabilities that would be valuable for improving network resiliency

Automated ticket escalation

Compliance adherence (validate against requirements)

Enhanced data retrieval, analysis, reporting

Network configuration management (consistency, updates, etc.)

AI-powered triage assistant

Advanced data analysis embedded into help tickets for fast troubleshooting

Proactive network performance predictions

Intelligent traffic shaping (route engineering)
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Nearly All Plan to Utilize AI-enabled Network Observability Solutions
One of the capabilities sought for increasing network resiliency was an AI-enabled triage agent. To measure the 
perceived value of AI for networking, the research inquired about the use and adoption of AI-enabled tools for 
network visibility and observability. Only 2% stated they no plans to use an AI-enabled network solution. Of the 
98% who are considering its use, 92% have already started their process, with 23% stating they have solutions 
deployed today. This indicates a staunch belief that AI-enable networking tools can resolve many of the issues 
and challenges discussed previously in this report. 

Which of the following best describes your network teams’ current phase of utilizing AI-enabled network observability solutions?

6%

20%

28%

21%

11%
12%

2%

0%

5%

10%

15%

20%

25%

30%

We haven’t 
considered using AI-

enabled network 
observability 

solutions but should 

Just starting
(developing our

strategy)

Evaluating AI
technology

Developing/Training
AI

One AI-enabled
network

observability solution
in production

Multiple AI-enabled
network

observability
solutions in
production

We have no plans to
use AI-enabled

network
observability

solutions

92%
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Orchestration and Centralization Are Critical To AI 
To detail what challenges companies are hoping resolve with an AI-enable network operation solution, the 
research investigated which tasks are ideally suited for AI assistance. Three of the top four answers involved 
visibility and monitoring: cloud to cloud (50%), global internet performance (46%), and public cloud network 
performance (45%). L1/L2 troubleshooting show strong value in AI providing information and diagnostic 
assistance. But network fabric resiliency (46%) and WAN edge connectivity (41%) were the only assignable 
autonomous task-based actions.  

These answers led to a follow up question about how much they trust AI-based functionality. While 29% had 
full trust in AI, 71% have some reservations. This lack of full confidence likely led to a majority of the tasks for 
AI-enable network operations being predominately data collection, information sharing, or simpler tasks. This 
approach appears similar to the way sophisticated automation was initially utilized.    

At your company, which of the following tasks are driving the need for AI-enabled network operation solutions?

4%

33%

41%

45%

46%

46%

50%

0% 10% 20% 30% 40% 50% 60%

None of the above are driving AI-enabled network operations solutions

L1 / L2 troubleshooting

WAN edge connectivity (branch / remote site connections)

Public cloud network performance visibility

Global internet performance visibility

Data center network fabric resiliency

Cloud-to-cloud interconnect monitoring

In your opinion, how much does your company's operations team trust AI-based 
functionality for network operations?

29% 53% 17% 1%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Completely trust

Somewhat trust
Low trust

No trust at all

71%
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Conclusion
Today companies are accelerating cloud utilization and AI adoption and deployment. But success with AI is 
intrinsically linked with network performance, and this report shows that teams lack the visibility to properly 
ensure the performance and resilience of the network. This lack of visibility not only includes the traditional 
on-prem infrastructure but continues to be obscured by Internet, ISP, and public cloud resource utilization. 

When asked about network operational challenges there are a surprising number of day-to-day challenges 
which are typically associated with keep-the-lights-on and basic team management, including lack of resources, 
shortage of needed expertise, and inadequate solutions, not to mention shortage of budget needed. These 
challenges appear to be mitigated at least in part by the utilization of third-party network operations. The 
findings in this report show that automation continues to hold promise for accelerating a multitude of tasks that 
will help scale an organization. But only a third of the companies are near automation maturity, thus most are 
leaving opportunity on the table.

A clear undercurrent of the data is a consistently poor set of network tools for today’s environments. These 
inadequate tools are directly contributing to a lack of visibility and poor automation. With the networks’ direct 
correlation to AI success, one would think that acquiring budget for proper tools would be achievable. There is 
some evidence that new investments are being made, such as the increasing use of synthetic monitoring tools. 
And 92% of the companies surveyed are already looking into AI-enabled tools for network operations with a 
direct focus on increasing visibility, the lack of which is pervasively impacting network operations today.  

While AI is driving a lot of challenges and demands across the IT organization, for network operations it is 
also providing an opportunity to solve some pervasive problems but utilizing AI-enabled solutions. However, 
there are only a few tasks that network operations professionals want AI to accomplish without some human 
oversight. It appears a good strategy to see how AI enabled tools work with providing visibility and executing 
some simple tasks in order to grow confidence to allow the AI to increasingly manage some traffic operations 
and ensure resiliency in the future. This adoption of AI may lead to less reliance on third parties for network 
operations as it scales the organization by freeing up limited expertise from mundane and issue-driven tasks.  

Survey Methodology 
Networking, operations, cloud, and architecture professionals at medium to global enterprise companies rep-
resenting all seniority levels were invited to participate in a survey on their company’s network operations 
practices, AI adoption, and its relation to network performance. The survey was administered electronically, and 
participants were offered a token compensation for their participation.

A total of 857 qualified participants completed the survey in 2025, and 505 participants complete the survey 
in 2024. All participants had IT and networking responsibilities. Participants were from 5 continents, providing 
a global perspective. 
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